MWHUCTEPCTBO OGOPOHHOW U
A3POKOCMMWUYECKOMW NMPOMbBILLJIEHHOCTH

PECINMYBJINKN KASAXCTAH

KOMWUTET MO UHOOPMALINOHHOW
BE3OMNACHOCTH

PEKOMEHOALUUUN

©

Bonpochbl
obecneyeHus
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Yxe 6onee 20 net MHMOPMAUMOHHbIE TEXHOOMMM
eXXeJHEBHO U3MEHSIIOT HaLy XK3Hb: IHTepHeT n MobunbHas
CBSI3b CTa/IM OCHOBOW [ANsi HOBbIX (DOPM KOMMYHWKaLMM,
3KOHOMMYECKOM aKTUBHOCTU U Pa3BlIeYEHN.

HoBble TexHW4yeckMe BO3MOXHOCTM MCMNOJb3YOTCS
roCyAapCTBEHHbIMW OpraHamu Ans OnTMMM3auuuM CBOMX
MpoueccoB W npefocTaBfieHUs rpaxaaHam 6onee
KauyeCTBEHHbIX YCYT.

TepMUH «31eKTPOHHOE NpPaBUTENLCTBO» OXBaTbiBaeT
MHOTFOUNC/IEHHBbIE «OHNAWH» MEPONPUSTUS U YXxe caenan
HEHYXHbIMW MHOrMe MOoCeWeHNss rocyaapCTBEHHbIX
YUPEXAEHWUN.

OAHaKo Henb3si UrHOPUPOBaTb OAHY OCHOBHYIO MOTPEBHOCTb
yenoBeka — HeobxoammocTb obecneyeHns 6e30nacHOCTU.

OcobeHHO 3TO OTHOCUTCA K 6He3omacHOCTM MHbOopMaumu,
MOCKOMbKY 3TWM Yyrpo3bl MOYTM BCerga ocTakTCs
He3aMe4yeHHbIMM C MNepBOro B3rnsga W 4acTo
HegooueHuBaeTcsa. [Ana ee obecneveHmnst TpebytoTcs 3HaHKSA
M OENCTBUSA KaXXAoro, NMua BOB/IEYEHHOrO B UCMOMb30BaHME
NKT. Bce nonb3oBaTenn npusBaHbl OblTb CTONb Xe
OCTOPOXHbIMU «OHMaMNH», Kak U «oddnanH».

Ba>kHO MWHMMWU3MPOBATb PUCKKU, YTOObI COXPaHUTb
BO3MOXHOCTU, NpeaocTaBnsieMble MHDOPMALMOHHbLIMU
TEXHONOrMSMU U MHTepHeTOM. be3onacHOCTb BO3MOXHA
TONIbKO TOrAa, KOrAa BCE YYaCTHUKM BHOCSIT CBOM BKaj.

Hageemcs, 4TO noarotoBfneHHble MWHUCTEPCTBOM B
KayecTBe opraHa no WHd¢opMauMoHHOW 6e30nmacHOCTU
peKkoOMeHAaunn CTaHyT BK/1aAOM B MOBbIWEHNE YPOBHS
6e3onacHocTn KT B KasaxcraHe.



NMoaroross1eHO HA OCHOBAHUM
COLIMOJIOrMYECKOro
nccnepoBaHus
«0OcBegoOM/IeHHOCTb HacesieHUs
06 yrposax
Knbepb6e3onacHocTn>»,
npoBeAeHHOro B CeHTA6pe
2018 roaa

TepMUHbI

YTO Takoe
NHTepHeT?

[lepcoHanbHbIE
NAHHbIe 3TO

[loa
knbepbe3onacHOCTbIO
NOHMMAETCS

n onpepeneHus

BcemmnpHas cuctema o6beanHEHHbIX
KOMMbIOTEPHBIX CETEN ANS XPaHEHUS
N nepenayn 31eKTPOHHbIX
NMHMOPMALMOHHBIX PeCYpCoB

CeeaeHusl, oTHocsLWmecs K
onpeaeneHHoMy Unn onpeaensieMoMy
Ha MX OCHOBAHWUW CyObeKTYy
NepCoHaNbHbIX AAHHbIX,
3aMKCMPOBaAHHbIE Ha
3N1IEKTPOHHOM U1 (UI1) UHOM
MaTepuanbHOM HoCUTene

CocTosiHME Ccpeabl MCMOSIb30BaHUS
MH(POPMALMOHHO-KOMMYHMKALMOHHbBIX
TEXHOMOrMIA, KOTOPOE OnpeaensieTcs
YPOBHEM 3aLUMLLEHHOCTH

MHGOpMaLMKN B 3NIEKTPOHHON bopMe
(3NeKTPOHHbIE MH(OPMALIMOHHbIE
pecypcbl, MHPOPMALIMOHHBIE CUCTEMBI U
MH(POPMaLIMOHHO-KOMMYHMKALIMOHHas!

NHPACTPYKTYpa)




NMoueMy Ba)KHO noaaep>XuBaTb
KnbepbesonacHoOCTb?

CeTeBoe npoctpaHcTBO MHTepHeTa 6n1arogaps nHgpopMaLuMoOHHO-

# 0 1 KOMMYHMKaLMOHHbIM TEXHOIOIrMAM (hopMUpPYET KaueCTBEHHO
HOBYIO Cpealy A1 nepeaaym U pacnpocrpaHeHus nHdpopmaumm,
yAaJsieHHOro oka3aHusi CEpBUCOB U YCIyr.

HaceneHus B KasaxcraHe npegnounrtaloT

66.5° nonyuyaTb MHTEpecyLwyo MHpopMaLunio

sV /0 M ycnyru nocpeacrsom MHTepHeTa, B TOM
uncne MobunbHoro UHTepHerta

B3anM03aBUCUMOCTb 06EKTOB (OH1AH YCYTr U CEPBUCOB),

# o 2 HY>XAAIOLWMXCA B 3awmTe nHopMaLMm, MOXKET NPUBECTU K
«KackagHoMy 3cdhdeKkTy>» B cnnyyae TeXHOJ/I0rmyeckoro cébos nnm
KOMMNbIOTEPHOM aTaKMm.

o 45,9%0 31,6%

«DNEeKTPOHHOoe
npaBUTENbCTBO>»

31,1%

HacesleHUs NoJib3yeTcsl UHTEepHEeT-6aHKNUHIoOM
ANA NoJsiydeHnss 6aHKOBCKUX yCnyr

KoMnbloTepHble aTaku cnocobHbl NoaopBaTh 06 EeCTBEHHOE
[oBepue K OHNalH-yCc/lyraM U HaHeCTU Bpef 3KOHOMMUKe.

3a \
nocneaHuii 34.3% 60,6%

HacesleHUs NOCTOSAHHO
UCnosb3yeT MO6UJIbHbIE T——
NpuUIoXXeHUs Ansa onsartbl
OHNaWH ycnyr

yO /0
roa
Ka3axcTaHueB OrNpoLUEeHHbIX cneuuanmcros B cpepe
noasepraanucb knbep-atakam IT ctrankuBaloTCA C yrpo3amm
, Kn6ep6e3onacHOCTU B CBOeM
' e AeAaTeNnbHOCTU

B 60onbLuMHCTBE CJ/lydaeB KOMMNbIOTEPHbIE aTadKU CTAaHOBATCA
ycneuwHbiMU MU3-3a YyesiIoBeYeCKON XaslaTHOCTU U HEOCTOPOXXHOCTM!.




NHdopmMmaumoHHas 6e3onacHOCTb 6asnpyeTcsd Ha obecrneyveHnn
Tpex 3HaunMbIX ansg 6e3onacHoOCTU MHgopMaumn aTpubyToB:

@ KoHdunaeHunanbHOCTb | Noapa3yMeBaeT, YTO C HEN MOXET

nHdpopMaLmm

LlenocTHOCTDb
nHdpopMaumm

AOCTYNHOCTb
nHdpopmMmauum

03HAKOMMUTbLCS TOJSIbKO CTPOro
OrPaHUYEHHbIN KPYr NNL, ONpeaeneHHbIN
ee BfiagenbLeM.

CrNocobHOCTb MHMOopMaLuK (AaHHbIX)
COXPAHSTbCS B HEMCKAXXEHHOM BUAE.
HenpaBoMOuYHbIE N HE NpeayCMOTPEHHbIE
BragenbLeM U3MeHeHnss MHopMaunm
NPUBOANAT K HAPYLUEHMIO LENOCTHOCTW.

onpenensieTcs cnocobHOCTbIO
NH(OPMaLMOHHON CUCTEMbI NPEAOCTaBNATb
CBOEBPEMEHHbIV HecnpensTCTBEHHbIN
AOCTYN K MH(pOpMaLMK TONbKO
NOEHTUDULMPOBAHHBIM Cy6bEKTaM.

Ecnmn ectb BO3MOXXHOCTb nepenanTe Ha ABYX(aKTOPHYIO

ayTeHTU(PUKaLMIO, HaNpuMep No HoMepy COTOBOI0
TenedoHa yepe3s CMC-coobLyeHume.

bonee 3auwmieHHble
MH(OPMALIMOHHbIE CUCTEMBI
onepatopos UKT ycnyr
npegycMaTpuBeatoT
npoueaypy naeHTudukaumm
N ayTeHTUdUKaumm npu
AOCTyre, a TaKkxke
MCNONb3YIOT 3allMLEHHOE
coeanHeHue no HTTPS

NaeHTndurkaums — npucBoeHne cybbekTam
AO0CTyNa K MHPOPMaLMOHHOM CUCTEME UK
3N1EKTPOHHOMY pecypcy IMYHOro MAEHTUDUKATOPA,
obecneunBatoLlero yCTaHOBIEHNE NOAIMHHOCTU

1 onpeaeneHne nosIHoMo4Ymn cybbekTa B
NH(OPMALIMOHHOM CUCTEME N PerncTpaums
[AENCTBUI B NPOLIECCE CeaHca.

AyTeHTudMKaumns — 3TO NPOLECC NPOBEPKN
NOAIMHHOCTU Yero-nnbo. MNMpumepom
ayTEHTUDUKALMM MOXET BbITb CpaBHEHUE
naposnsi, BBEAEHHOro MNoJib30BaTeNEM,

C naposieM, KOTOpbI COXpPaHeH B 6a3e AaHHbIX
cepBepa. [MogobHas NpoBepka MOXET bbITb Kak
OZIHOCTOPOHHEWN, TaK M B3aNMHOM — BCE 3aBUCUT
OT cnocoba 3aWwmnTbl U MNONTUKK

6e3onacHoCTH cepsuca.



Yrpo3bl 6e30nacHOCTU AAHHbIX

3a nocnegHuu rog OnpoLlueHHblI€ Ka3aXCTaHLbl noABEepPriinCb
ceayrouimiMm sMaam Ku6epaTaK:

. 0 o, N o N

7,2%1 7,4%9 8,7% 11%

KnbepMoLLeHHNYeCTBO B3/10M aKKayHTOB aTaka BpeaOHOCHbIX BPEAOHOCHbIN
¢ 6aHKOBCKUMU B COLMANbHbIX CETAX KOMMbIOTEPHbIX BUPYCOB CNAM

KapTamu, apyrue Buzbl n Nporpamm

KnbepMoLleHHMYeCcTBa

BpeaoHocHoe nporpaMMHoe obecneueHme
(malware — cokpauleHue oT malicious software:
malicious —310HamMepeHHbIN n software —
nporpaMMHoe obecrniedeHne) — nNpeacTaBnstoT

a cob0M LUIMPOKYIO KaTEropuio NporpaMMHOro
obecneyveHns — OHM yCTaHaBIMBaKTCa 6e3
% % k %k Bawero pa3pelweHns n BNusoT Ha paboTty
-—— = = Bawero koMmnbloTepa.
Llenbto npectynHUKoOB
ABMISIETCA XMLLEHNE Mo cnocoby Bo3aencTBUS Ha MHGOPMaLMIO
KOHbUAEHUMANBHOV BbIAENAIOT cneaytollee BpeaoHocHoe MMO0:
MHMOPMaLUnun (JIOrnHbI
I'IaDOJfI?/I,p6aHLIl(OBC(KVIe Kap,Tbl, ® SKCNNONTHI,
JMMHbIE AaHHBIE) ANA W nornueckne 60M6bI;
nony4eHust hbMHaHCOBOM E] TPOAHCKNE U LUNNUOHCKUE NPOrpamMmol,
BbIrO/bl, MOCPEACTBOM W KoMnbtoTepHble BUPYCHI;
BbIMOraTesibCTBa. W ceTteBble yepsw.

Kakue BpeaoHOCHbIE NporpamMMbl BAUSIOT Ha HOpMasibHOE
nocneacTBms (PYHKLMOHMPOBAHME CUCTEMbI, YTO MOXET NMpPUBECTU
Bnever K OTKa3sy B 06cny>xmuBaHun, 6510KMpOBaAHNIO,
3apa)xeHue YHUYUTOXEHUIO, MOANMDUKALMM U XULLLEHNIO AaHHbIX,

KOMMblOTEPaA a TaKXXe CHMXXEHMIO NPOMYCKHOWM CMOCOBHOCTU CETMW.
BpeAOHOCHOM

nporpaMmoi? CuMNTOMaMu 3apa)keHNst BPEAOHOCHOW MpOorpaMmoi
SABNAOTCS:

W cHuKeHne paboTocnocobHOCTU CUCTEMDI;

W nepeHanpasneHne 3anpocoB B 6pay3epe Ha
HeXenaTesbHble CalThl;

W BcnabiBaloWMe OKHa.




Kak 310 npoucxoamTt?

Kakum obpa3om BpenoHOCHbIe nMporpamMMbl, Yallle BCcero, NpoOHUKarT
BpeAOHOCHbIE Ha KOMMbIOTEp:
nporpamMmsl ® no anexkTpoHHON MouTe;
NPOHMKAIOT Ha
® yepes HocuTenu HdopMaumm (bnew-Hakonutenm);

KOMMbIOTEP g 3
nonn3oBatens? ® npu ckaunBaHUM HaliNoB C HEM3BECTHBLIX CANTOB.

MeToAbl pacnpocTpaHeHus

COLUMAJIbHAA OULLUHTI PACIMPOCTPAHEHME
UHXXEHEPUSA (aHan.phishing, BPEAOHOCHOIO
om fishing — pbibHasi NMPOrPAMMHOTIO

710871151, 8bly>KUBaHUE)

OBECNEYEHMA YEPE3
TakKTuKa, KOTopyo OaviH 13 BMAOB UHTEPHET — CAWT
NCNonb3yT MOLLEHHNYECTBA, Lenblo
3/10YMbILLSIEHHUKN, YTOObI KOTOPOro ABNSETCA NoslyYyeHue MonyyeHue
CKJIOHUTb Mosib30BaTens K AOCTYNa K KOHPUaeHUManbHbIM 3/10YMbILLSIEHHUKOM
pacKpbITUIO AAHHbIM NOSb30BaTeNeN HECAHKLIMOHMPOBAHHOIO
KOHbMAEeHUMaNnbHOM (fIorvHbl, Naponu, AaHHbIe aocTyna K daiinam caiita
nHdpopmaumu (HanpaeneHne  6aHKOBCKMX KapT U T.M.) yepes WK K pasaeny
nMceM C noaaenbHbIMU noaaenbHble UHTEPHET- aAMUHUCTPUPOBAHNSA
afipecaMu C BpeOHOCHbIM pecypchbl, BHELLHE CUCTEMBI YNpaB/ieHNs!

BNIOXKEHNEM) HEOT/IMYMMBIE OT HACTOSILLMX. caniToMm.




Kak 3alumTtuTb
KOMMNbIOTEP OT
BPeAOHOCHbIX

nporpamMmm?

YTto genartb?

BpenoHocHbIe MporpaMMbl 3a4acTyHo pacipoOCTPaHAIOTCSA B MPUIOXEHUN
C ApyruMun dainamm, Tak YTO HE OTKPbIBANTE BNOXEHMUS 3/IEKTPOHHOM

NoYyThbl, OTNPaB/IEHHbIE C HENM3BECTHbIX Bam pecypcos.

#0

BpaHaMaysp co3gaeT 3alUUTHBbIN
3aC/IOH MeX/y BallMM KOMMbOTEPOM U

onepa LLOHHOWM CUCTEMbI

NHTepHeTOM. BbikntoueHne bpaHamayapa

AAXEe Ha MUHYTY YBE/IMYMBAET PUCK
3apaxkeHns MK BpeaoHOCHON
NporpaMMon.

55%

Ka3axXxCTaHLeB
He noJib3yrTCs

aHTUBUPYCOM ANA
CBOEro KoMnbrTepa

Ucnonb3ynre
aHTusupycHoe MO ans
3awmTbl Bawien cucrembl
OT BO3MOXHbIX OHJIAWH-

#0

Hukorpa He oTk/1lOYalTEe BCTPOEHHbIM 6paHaAMay3p

bpanamayap —

NPOrpaMMHbIA KOMIEKC,

KOTOpPbIM CAY>XUT Anst
3awuTbl Bawero
KOMMblOTEpa oT

HeXenaTeNbHbIX U

NoTEeHUMANbHO OMacHbIX
CeTEBbIX COEANHEHUN.

dnew-Hakonurtesb —
YCTPOWCTBO,

npeaHa3Ha4yeHHoe ans

nepeHoca n XpaHeHus
NMHbopMaLmK.

yrpos. YcTaHOBUTEe
AHTUBUPYCHbIE U
AHTULLNUOHCKHNeE
nporpaMmbl u3
HaAeXHbIX NCTOYHUKOB.

#03 OCTOpPO)XHO Ucnonb3yinte dnew-HakonuTenmn

MWHUMM3NPYNTE BO3MOXHOCTb 3apaXXeHns KOMMboTepa BPeAOHOCHbIM
MO: He noaknyanTe HemsBecTHble dneww-Hakonutenu (unn USB-
HaKOMUTeNn) B CBOEMY KOMMbIOTEPY.

37,6% -

noJib3oBaTesieil OTMETUIIN, UTO NpU
NoJIyYeHUM 3JIEKTPOHHOIo NUCbMa

OT HE3HAKOMOro YesioBeKa C Npocbbou
nepenTyn No CcbiJIKe, OTMETUJIN, UTO CKopee
BCEro nepemayT rno yKka3aHHOM CCblJiKe

DO

He npuHumanTe haitsibl OT HE3HAKOMbIX

BaM nosb3oBaTenen, u ocobeHHo obpawanTe
BHMMaHMe Ha noJsiyyaemble ¢aiibl C
pacwuuperHuem EXE, COM, CMD.



#0 He cornawasnTtecb Ha 3arpy3ky MO, npegnaraemyio
HenpoBepeHHbIMU UHTEepHEeT-UCTOUYHUKaAMU
\2

ByabTe oueHb BHMMaTENbHbI, OTKPbIBAs B/IOXXEHHbIE (alnbl
WM HaXXMMasl Ha CCbINIKW B 3N1EKTPOHHOMN MOYTE, MIHOBEHHbIX
COO0BLLEHNAX UK B NYBNMKALMSIX B COLMATbHBIX CETAX — AaXe
€CNn Bbl 3HaeTe oTnpaBuTens. Mo3BoHUTE eMy U y3HaWTE, OH
NN 3TO cAenan: ecnun HeT, yaanuTe Uamn 3aKpomuTe OKHO CyObl
0bMeHa MrHOBEHHbIMM COOBLLEHNSMM.

\J] 3arpyxanTte nporpaMMHoe obecrneyeHne TONbKO Ha canTax,
KOTOpbIM Bbl AoBepseTe.

W  He nepexoanTe Mo ccbinkam B COOBLUEHMSIX 3NEKTPOHHOI MOYTHI
n nsberanTe Beb-canToB, rae npeanaraeTcs becnnatHoe
nporpaMMHoe obecrneyeHne C HapyLLUEHWEM aBTOPCKMX NpaB.
OcTeperaiTecb «b6ecnnaTHbIX» 3arpy30K My3blkW, UIP, BUAEO U
BCEro NpoYero C Maslou3BECTHbIX CAWTOB U IOMEHHbIX 30H (\WS,
.biz 1 ap.). OHKM MoryT coaepxaTb BPEAOHOCHOE NPOrpaMMHOE
obecneyeHne, kKak Ha CaMOM CaliTe, TaK M B 3arpy>aeMbix cannax.

#06 Ecnu Bbl CTONIKHYJIUCb C HaBA34YMBOW 6aHHEepHOM
pek/1iaMoi, BCIJIbIBalOLLMMU OKHaMM

He HaxxumanTe kHonku «CornaceH», «0OK», «Pa3pewmnTb>,
«Sl npuHUMalo», «3arpy3uTtb>», «Mpoao/MKUTL» 1 apyrne
«KHOIMKMW COrNlacus» Ha AajibHelLune AencTBus B
H6aHHepPHOW peknaMe, B HEOXMAAHHBIX BCM/IbIBAOLLMX OKHAX UK
NpeaynpeXxXaeHusix, Ha canTax, KoTopble KaXyTcs
NoAO3PUTENbHBLIMW, WX B NPEASIOXEHNSX YAANNTL LUNNOHCKOE
MO nnun BupychbI.

® Haxmute CTRL+F4 Ha KnaeuaTtype, 4Tobbl 3aKpbITb BKIAAKY
6paysepa.

E] Ecnn okHO He 3akpbiBaeTcs, HaxxmuTe Alt+F4 Ha knaBuatype,
yT06bI 3aKpbITb 6pay3ep.

Ecnu Bbl #0 OTKNOuUMUTE YCTPOUCTBO OT UHTEepHeTa ansa
npekpaweHus o6paboTkn nicopmauyum, a TaKke
I'IOAOBILET?)a:;ﬁI, ANns Toro, YTo6bbl N36exKaThb yTeukn nHpopmaumm

‘ (noruHoB, Nnaponen n apyron KoHpuaeHUMaIbHON
KOMMNbIOTEP

nHdopMaumn).
3apaeH 6 9’ 6 0 /O

BpeAOHOCHOM
nporpaMMOﬁ He 3HalOT WM COMHEBAIOTCS KyAa MOryT obpaTturtbcs
M/WUnNun 4TO Aenartb B cnyyae kubepartaku, nmbo
3apaXeHus KOMNbIOTEpa BPeAOHOCHOW NPOrpaMMon

ONpOLUEHHbIX NoJb30BaTeNnen

21 4(y CTaparoTCA UCNOJsIb30BaTh BCE

y* /0 BO3MOXHbl€ MeTOAbl 3aLMTbI
nHdopMaumm




NMpodunakTuka
nHdOpMaLMOHHOMN

YcTapesliee uan HeIMLEeH3MOHHOEe
nporpaMMHoe obecneueHme
aBnserca 6onee ya3BMMbIM

#0

PerynsipHoO ycTaHaBIMBanTe 06HOBNEHNS
QNS BCEro BALLEro nporpaMMHOro
obecrneyYeHns — onepaLMoHHbIX CUCTEM,
NpOrpamMM MpUIOXKEHNA, aHTUBUPYCHbIX
1 MPOYMX NPOrpaMm

BkntouyanTe yHKLMM aBTOMATUYECKOrO
06HOBNEHNS MPOrPaMMHOI0O
obecneyeHuns, Koraa TakoBoe AOCTYMHO

Ypanavte nporpaMMHoe obecneyeHue,
KOTOPOE Bbl HE NCMOJIb3YeTE UIn

He nony4yaete 0b6HOBEHUS
pa3paboTumnka

N3b6eranite yCTaHOBKN HENULIEH3NOHHOTO
nporpaMMHoro obecrnedexus, nmbo
NporpaMMHoro obecrneyeHms m3

HenpoBEPEHHbIX NCTOYHNKOB 0

PerynsipHO co3aaBaiTe KON BaXKHbIX
ANns Bac AaHHbIX Ha Apyrux yCTpomcTBax

61,8%

CBOMX naponeu, nmb6o
MEHSII0T TO/IbKO Koraa
3abbiBaloT X

noJsib3oBaTtesie He MeHSAIT

6e30onacHoOCTM

Parol123456#!1&

HaAeXHble NAaponn AOMKHbI COCTOATb
MUHMMYM U3 8 CUMBOJIOB N coaepXaTb
coyeTaHune byks, uMdp 1 CUMBONOB
('@#$%"N&*)

% %k %k ok 3k ok Kk kkkk 4 D

HUKOMY HE pacKpblBaTE CBOM Mapou,
Hanbonee Ba)kHble XpaHUTE B
3alWmndpoBaHHOM BUAE

sk 3k 3k sk 5k 3% sk 5k %k %k 5k @]

He MCMoNb3ynTe OAMHAKOBLIN Naposib
Ha Bcex caliTax. B cnyyae yTpathbl
naponsi, AOCTYN K BalUUM AAHHbIM
6yaet obnerueH

MoaKtoYeHo .I|||

Home Wi-Fi

co3aaBalTe pasHble HaaeXHble Naponm
ANs MOAEMA U AOMALLHEN
6ecnpoBoAHOM CETW.

O TOM, KaK 3TO caenatb, NpoYTUTE B
MHCTPYKLMK K YCTPONCTBY, 60
y3HaWTe B KOMMaHUK, NpeacTaBnsoLEN
MOZEM, pOoyTep, MapLipyTu3aTop

32,2%

nonb3oBaTeNEN ncnoJsib3yeTt
OAMHAKOBbIE MapoJin B COLUMNAaJIbHbIX
ceTaX, aKKadyHTaX, JINYHbIX KabuHeTtax



PekoMeHaauum no 6e3onacHoOMy
«cepdunHry>» B UHTEpHeTe

#01 HACTPOMTE cBou 6pay3ep 47151 NOBbILIEHNS CTENeHu
3aWuTbl BO BpeMsl paboTbl B MIHTepHeTe (610KMPOBLUMK
peknaMbl 1 BCNJbIBAIOLMX OKOH, 3alimuTa oT
OTCNEXNBaAHUS 1 ap.)

#02 HE PACCKA3bIBAWUTE B coumanbHbIX CETSIX O CBOEM
XXU3HU 60MbLUE, YEM HYXKHO.

#03 HE NMOJIb3YATECb 6e3 0coboii Heo6X0AMMOCTH
obwecteeHHbIMK «Wi-Fi-Toukammn» goctyna B MHTepHeT.

#0 4 M3BEFAWTE aHOHWMHbBIX MPOKCU-CEpBEpPOB
(aHoHMMaM3epsl). Yepe3 Hux Bawu aaHHble 6yayT

[AOCTYMHbI TPETLUM NNLaM.
#0 5 YCTAHOBMTE MeHemxep naponen anst XpaHeHUs

Balumnx naponei B 3alunMdpoBaHHOM BUAE.

#06 MCMNOJIb3YMTE cepBuchl OLIEHKW penyTaLyn CaiToB 1
OH/1aiH CKaHEPbI CCbIIOK.

CepBU1Cbl OLleHKU penyTaluumn CaAaiTOB U OHJIaWH CKaHepbl CCbIJIOK:

VirusTotal (https://www.virustotal.com)

URLVoid (http://www.urlvoid.com/)

2ip.ru (http://2ip.ru/site-virus-scaner)

Web Inspector (http://siteinspector.comodo.com)
OHnauH-ckaHep Dr.Web (http://vms.drweb.com/online)
TrustOrg.com (http://trustorg.com/)

Phishtank.com (http://www.phishtank.com/)

O
O
O
O
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60%

Ka3aXCTaHLIEeB HE CYMTALOT,
YTO WX NEepCcoHasibHble AaHHble
B 6e3onacHocTHn

5 7 | 8% OMNpPOLUEHHbIX

HEeAOoOoLEeHNBaoOT
3HA4YMMOCTDb 3adlUnNTbI
NepCcoHaJiIbHbIX AaHHbIX

Ba>XHO 3HaTDb!

C6op, 06paboTka NepcoHasibHbIX AaHHbIX OCYLLECTBSAKTCA COOCTBEHHUKOM
n (unn) onepatopom ¢ COrNMACUA CYBbEKTA WIN EFO 3AKOHHOIO
NMPEACTABMUTEJISA, kpoMe cnyyaes, NpefyCMOTPEHHbIX 3aKOHOAATE/TbCTBOM.

CobcTtBeHHMKM 1 (MnKn) onepaTopsl, @ TakXke TPeTbU nnua, Noayyatowme AoCTyn
K NepCOHanbHbIM JaHHbIM orpaHuyeHHoro aoctyna, OBECIEYUBAKOT UX
KOHOUAOEHLIMAJTBHOCTDb nyTtem cobntoaeHns TpeboBaHnn He AonycKaTb

NX pacnpocTpaHeHus 6e3 cornacus cybbekTa unmn ero 3akOHHOro npeacraBuTens
NMB0 HaNMMUMSA MHOIO 3aKOHHOIO OCHOBaHMUSL.

XpaHeHne nepcoHasbHbIX AAaHHbIX OCYLLECTBASETCS COOCTBEHHUKOM U (Mnn)
onepaTopoM, a TaKXKe TPETbMM NNLOM B 6a3e, KOTOpas XPaHUTCS Ha TeppUTopumn
Pecnybnukn KasaxcraH.

CobctBeHHUK 1 (Mnn) onepaTop 6a3bl, a Takxke TpeTbe NNUOo 0653aHbI
NpvHUMaTb HeobxoamMmble Mepbl MO SALLMTE NEPCOHAJIbHbIX AAHHbIX,
obecneumBatoLme:

™ npenoTBpalleHMe HECAHKLIMOHMPOBAHHOMO JOCTYMNa K NepCOHabHbIM
NAHHbIM;

M cBoeBpeMeHHOe 0bHapyxeHue hakToB HECAHKLIMOHMPOBAHHOMO A0CTYMa
K MEepPCOHaNbHbIM IaHHbIM, EC/IN TAKON HECAHKLIMOHUPOBAHHBIN JOCTYN He
yAanocb NpPeaoTBpaTUThb;

@ MUHUMU3aAUUIO H€61'IaI'OI'IpM$|THbIX NOCNeaACTBUM HECAHKUMOHNPOBAHHOIO
A0CTYyna K rnepcoHasibHbIM IaHHbIM.




Cy61beKT nepcoHas/ibHbIX AAaHHbIX

MMeeT NpaBo

TPETLErO NMLA CBOMX NEPCOHANbHBIX AAHHbIX, @ TAKXKE NosyyaTb
MHdOpMaUMIO, coaepiKalLyto:
noaTeepxaeHue akTta, Lenun, UCTOYHMKOB, crocobos cbopa
1 06paboTKM NepcoHanbHbIX AaHHbIX;

ﬁE 0 1 3HaTb O HaNMuMKM y cObCTBEHHMKA U (MNK) onepaTtopa 6a3sbl, a Takxe

(W nepeyeHb nepcoHanbHbIX AaHHbIX;

¥  cpoku 06paboTKM NEPCOHaNbHBIX AaHHbBIX, B TOM YMCTE CPOKMU
NX XpaHeHus;

TpeboBaTb OT CO6CTBEHHUKA M (MnK) onepaTopa 6asbl USMEHEHNS U
# AIOTOJTHEHNS CBOMX NMEPCOHANbHbIX AaHHbIX NMPU HANMYUU OCHOBAHWI;

TpeboBaTb OT COBCTBEHHMKA M (MNK) onepaTopa 6a3bl, @ TakXke TPETLEro

# nmua 610KMpoBaHNS CBOMX NMEPCOHASbHBIX AAHHbIX B Clly4ae Hanuuus
nHdopMaLMM 0 HapyLUeHUW YCnoBuiA coopa, 06paboTkM NEPCOHaNbHbIX
[AAHHbIX;

NMLA YHUUTOXEHNS CBOMX NEPCOHasbHbIX AaHHbIX, cbop n 0bpaboTka
KOTOpPbIX NPOM3BEAEHbI C HApYyLLUEHWEM 3aKoHoAaTeNnbcTBa Pecnybnvku
KasaxcTaH, a Takke B MHbIX C/lyyYasiX, yCTaHOBMEHHbIX 3aKOHOM PK

«0O nepcoHanbHbIX AaHHbIX U UX 3alMTE» N UHBIMU HOPMATUBHBLIMU
npaBoBbIMK akTaMun Pecnybnunku KasaxcraH;

qE 0 4 TpeboBaTb OT CO6CTBEHHMKA M (MNK) onepaTopa 6a3bl, @ TakXke TPETbEro

0TO3BaTb cornacue Ha cbop, 06paboTKy nepcoHasbHbIX AaHHbIX, KpoMe
# 0 5 CnyyaeB, NPefyCMOTPEHHbIX MYHKTOM 2 cTaTbu 8 3akoHa PK
«0O nepcoHanbHbIX AAHHbIX U UX 3alumTe»;

AaTb cornacue (0TKasaTb) CO6CTBEHHUKY U (Mnn) onepaTtopy 6a3bl Ha
# pacrnpoCcTpaHeHne CBOMX NepCoHanbHbIX AaHHbIX B 06LWEeA0CTYMHbIX

MCTOYHUKAX NepCoHabHbIX AdaHHbIX;

Ha 3aWUTy CBOUX MNMpaB N 3aKOHHbIX NHTEPECOB, B TOM YNC/1IE BO3MELLEHNE
#0 7 MOpPaJsibHOro U MaTepuasibHOro Bpeaa,

«0 NEePCOHaJIbHbIX AaHHbIX N UX 3allnTE» N UHBIMKU 3aKOHaMn

ﬁE 0 8 Ha OCyLLEeCTBNEHME UHbIX NpaB, NPeayCMOTPEHHbIX 3akoHOM PK
Pecnybnukn KasaxcTtaH.

OpraHbl NPOKypaTypbl OCYLIECTBJIAIOT BbICLUMA HaA30p
3a cobnroaeHneM 3aKOHHOCTU B cchpepe NepCcoHaNbHbIX

AdHHbIX U UX 3allLiMTbl.




Ucnonb3oBaHue UKT

B nNpodeccuoHaIbHOMN
AEeATesIbHOCTHU

#01

#02

#03

#04

#09

60,6% 51,1%

ONpoOLUEHHbIX OpraHmM3aumi onpoLUeHHbIX
cneyunanucros B chepe IT pa6oTHukoB B cepe IT He
CTaJ/IKUBAIOTCA C Yrpo3amMm MMEIOT CUCTEMY YNpaBJIeHUs
KnbepbeszonacHocTu B MH(POPMALIMOHHOMN

CBOEW [eATes/IbHOCTH 6e30nacHOCTbIO

Pa6oTta ¢ MO6M/IbHBIMKM YCTPOUCTBAMM

PaspaboTante nonutuky paboTbl C MOBUSIbHBIMK YCTPOMUCTBAMM U
03HAKOMbTE NepcoHan ans ee cobntoaeHust. NprumeHnTe 6a30BbIN
ypOoBeHb 6€30MacHOCTV Ansi BCEX YCTPOWUCTB. 3alumLlanTe AaHHble
Kak npu nepegadve, Tak U BO BPEMS UX XPaHEHUS.

O6yuyeHne n ocBefOMJIEHHOCTb NoJib30BaTesien

PaspaboTaiTe npueMneMyto noimTuky 6€3onacHOCTX Nnosib3oBaTeNen
n 6e30nacHOro NCNosib30BaHUS BalLMX CUCTEM. BkitounTe B AaHHYO

MNOMUTUKY 0B6yyeHne nepcoHana. MNoaaep)xmBanTe 0CBEAOMIEHHOCTb

nepcoHana o6 yrpo3ax MHMopMaLMOHHOM 6e30MacHOCTH.

YnpassieHue noJsib30BaTes/IbCKUMU NPUBUJIETUAAMU
YcTaHoBUTe 3(pheKTUBHbIE NPOLIECCHI YNPABIEHUS U OrpaHNYbTE
KOMMYECTBO NMPUBUNIEMMPOBaHHbIX Nosb3oBaTenei. OrpaHnybTe
NPUBWUErMI NONb30BATENEN U OCYLLECTBNANTE MOHUTOPUHT KX
nesiTenbHOCTU. KOHTPONMpyTe AOCTYN K XXYpHany cobbiTui.

MpaBuia UCNosb30BaHMUA Cbe€MHbIX HOCUTenen

CospaliTe npaBuna KOHTPO/ISA IOCTYMNa K CbeMHbIM HOCUTENSIM.
OrpaHuybTe TUMblI HOCUTENEN N UX UCNONb30BaHKe. MNepen
NOAK/TIOYEHNEM K KOPMOPaTUBHOMN CETU NPOBEPLTE BCE HOCUTENM
Ha Hannune BpeaoHOCHbIX MPOrpamm.

be3onacHas koH(pUrypauums

O6HoBnANTE cucTeMy 6€30MacHOCTN U ybeanTech, YTo
noaaepxmsaeTtcs 6e3onacHas KOHUrypauus BCeX CUCTEM.
KoHTponupynTe nepeyeHb YCTPONCTB, NOAKIIOYEHHBIX U
MOAK/IOYAEMBIX K CETU OpraHM3aumi.



Ucnonb3oBaHue UKT

B nNpodeccuoHaIbHOMN
AEeATesIbHOCTHU

12,2°/o‘

17,7% 15,9%
MCMONb3YIOT npuberatoT k Nonb3yHoTCA
MeXceTeBble lwndgpoBaHuio DLP-cuctreMamm
3KpaHbl AQHHDbIX,

KaHaJioB CBA3U

#06 3awuTa oT BpeAOHOCHbIX NporpamMMm
PaspaboTaiiTe COOTBETCTBYIOLME NOMNTUKN N YCTAHOBUTE 3aLUMTY

OT BPEAOHOCHbIX NporpaMMm B opraHm3aunu.

#07 CeTeBas 6e30nacHOCTb
YnpaBnsTe NepMMeTpoM CETU. 3alUULLaUTE CETU OT BHELIHUX U

BHYTPEHHMX aTaK.

o 8 MOHMTOPMHT

# PaspaboTaliTe CTpaTermto MOHUTOPUHIra. HenpepbiBHO NpoBoaAUuTeE
MOHWUTOPWHI BCEX CUCTEM U CETEN. AHANU3NPYMTE XKYPHaN CObbITUI
B MOWMCKAX aKTUBHOCTW, KOTOpasi MOXET YKa3blBaTb Ha COObITUS
MH@OpPMaUMOHHON H6e3onacHOCTU. OCyLLECTBNANTE MOHUTOPUHI
M TECTMPOBAHMWE 3/IEMEHTOB yrpaBfieHnst 6€30MacHOCTbIO.

09 YnpasneHue MHUMAEHTaMMU

# MpeaycMoTpuTE BO3MOXHOCTb PE3EPBUPOBAHUSI M aBapUMHOMO
BOCCTaHOB/eHUs. Pa3paboTainTe niaH pearMpoBaHns Ha UHUMAEHTbI
MH(OpPMaLMOHHON 6€30MacHOCTM.

#1 0 Bsaumopgeuncreme
CoobuanTte 06 nHumMaeHTax nHchopMaLMoHHOM 6e30nacHOCTU B
NPaBOOXPaHUTENbHbIE OpraHbl U CNeLnann3vpoBaHHbIE OpraHn3aLnK.

Cob6niopeHne ctaHAapTHbIX Mep MOXXeT npeaynpeanTb 80% aTak,

HabnropaeMbix cerogHs.




Cnpocute cebs

#01
#02
#03
#04
#09
#06

Bbl yBepeHbl, 4To Baww 6paHaMaysp akTMBMPOBaH M 3awwmaeT
[laHHble Ha Bawem komnbioTepe?

KTo nmeet AocTyn K AaHHbIM Ha Bawem KoMnbioTepe 13
BHYTPEHHEN CETU WX YAANEHO?

Bbl TOYHO 3HaeTe, kKakue Ciy6bl Bawen cetTn AoCTynHbI
yepe3 UHTepHeT?

Bam oencTBuTENbHO M3BECTHO KaXkaoe yCTPOMCTBO Baluen cetw,
KOTOpOe MMeeT BHelwHun IP-aapec?

Korga Bbl B nocnegHuii pas aenanv oueHKY pyucka unm
BHELUHWIA TECT Ha NPOHMKHOBEHUNE?

MOXET /M 3N10yMbILISIEHHUK NPOHMKHYTb B Bawly ceTb?




PEKOMEHAALUSA

PYKOBOAMTENSIM OpraHmn3aumm,
yupexaeHun, NpeanpusTum,
cneunanuctam-npodeccnoHanam no
6e30nacHOCTM MHDOPMALIMOHHOM
NHPPACTPYKTYPbl U NHPOPMALMOHHbIX
TEXHONOMMI, a TaKXXe y4yaLlnUMCs BbICLLMX
y4yebHbIX 3aBefeHun!

LleHTp MNpenoctaBnseT NpUOPUTETHbIE FPaHTbI AN
MeXAYHapoAHbIX NPOXOXAEHMS akaeMnyeckoro obyveHus

nporpamMm (MarucTpaTtypa, AOKTOpPaHTypa), Hay4HbIX U

«bonawak>» NPOM3BOACTBEHHBIX CTAXXMPOBOK B BeAyLUNX

KOMMaHUSIX U YHUBEPCUTETAX MUPa.

[ANs NpoXoXXAeHUS1 CTaXKUPOBKM MO
cneunanbHOCTU «UMHpopMaunoHHan (knbep)
6e30nacHOCTb>» COMCKaTENb AO/HKEH UMETb CTaX
paboTbl He MeHee 3-X NET, BKYas nocneaHme

12 MecsaueB B BbiIbpaHHOM 0611aCcTV cneumannsaumm.

Ansa npoxoxaeHunst obyueHus (Marucrpartypa,
AOKTOpaHTypa) no crneumasibHOCTHU
«nHdopMaLMoHHana 6e30nacHOCTb>» CoMcKaTenb
[OHKEH UMETb CpeaHMIn 6ann no NpPUIoXKEHUIO
avnnoMa 6akanaspa unu cneumanucta GPA 3.30

(3 4.00/4.33) nnb0o 4.30 13 5.00

S

NMoapo6bHas nHdopmMmaums:
bolashak.gov.kz




@ Kz-CERT

[1py NOAO3PEHUN HA 3apaXKeHMe KOMMbIoTepPa
BPEAOHOCHbLIM NPOrpaMMHbIM obecrneyeHmnem
obpalantecb B Cnyxby pearnpoBaHus Ha
KOMMNbIOTEPHbIE MHUMAEHTLI MO 6ecnnaTHOMy eanHOMY
KOPOTKOMY HOMeEpY:

1400, +7 (7172) 55-99-97,
b0 NO 311EKTPOHHOWN MOoMTE:
incident@kz-cert.kz

roOPAYASA INHUA

MO NPOTMBOAENCTBUIIO
NPOTUBOMPABHOMY KOHTEHTY,
nponaraHaAnpyoLWUN TEPPOPU3M, SKCTPEMU3M,
nopHorpacuto, KyibT XXECTOKOCTU U Hacuns
B KasaxcTaHe:

@ cant: safekaznet.kz
Q tenedon: +7 (7272) 73-24-63,
B4 snekTpoHHas nouTta: report@iak.kz

Bbl MOXXETE NPOBECTU OLIEHKY

CBOEI'O MHTEPHET-PECYPCA
C NMOMOLLbIO OTEYECTBEHHOWN CUCTEMBI
WebTotem Ha MHTepHeT-pecypce:

P ) ) webtotem.kz { ¢



KOMUTET NO
;8_:,: NMHO®OPMALMOHHOMU
N BE3OIMNACHOCTH

PaspaboTka mep B

cepe obecneyenuns MexBenoMCTBEHHas
MHOPMaLMOHHOM koopavHauus KoHuenumm
6e30nacHoCTH Muccunsa — poctmxeHue Ku1bepbe3onacHoCTn
n nogaep>xaHne ypoBHA
3allMLEHHOCTUN SNEKTPOHHbBIX

(3a uckntoyeHnem
rOCCEKPETOB)

«Knbepwmt KasaxcraHa»
Ao 2022 ropa

Y - Q NMHMOPMALIMOHHBIX PeCYpCoB
3:] OT BHELUHUX WU BHYTPEHHUX Yrpo3s, ‘ @
«-@ obecneumnsatome %

YCTONYMBOE pa3BUTUE

|4
2Ax Pecnybnukn KasaxcrtaH 5
FocypapcTBeHHbIN Conencreve 8
Y opMupoBaHuu
KOHTpO/Ib npodeccmoHanbHbIX
1 npodunakTnka cTaHpapToB
cobnoaenns EanHbIx
TpeboBaHui
@
® ‘ ahill
a 2 =
NoBblweHne YyacTtue B ®opmunpoBaHue MNepeyHs un MNposeneHve
0CBEelOMJIEHHOCTHU peanusaumm MOHUTOPUHI KPUTUHECKN BaXKHbIX aTTecTtauum 1 UCNbITaHUA
rpaxxaaH o6 yrposax obpasoBaTenbHbIX 06beKTOB MHDOPMALIMOHHO- nHbOopMaLMOHHbIX
UHOPMaLIMOHHOM nporpamMmm KOMMYHMKALMOHHOM CMCTEM Ha COOTBETCTBUE
6e3onacHocTH NHpacTpyKTypsl TpebosaHnaM
MHDOPMALIMOHHOM
6e3onacHocTH

NMpu noaroTtoBke pekoMeHaaLuum
6b1/2IM UCNOJIb30BaHbI
HOPMAaTUBHbIE NpPaBOBbIe aKTbl:

3akoH PK «O6 vHdopmMaTusaumnmn»;

3akoH PK «O cBs3n»;

3akoH PK «O nepcoHanbHbIX AaHHbIX U UX 3alumTe»;

3akoH PK «0O6 3neKTpOHHOM JOKYMEHTE M 3N1EKTPOHHON UMdpoBON NoannucK»;

MMPK «O6 yTBEpXXAEHUN eanHbIX TpeboBaHUn B 061acT MHPOPMALIMOHHO-
KOMMYHUKALMOHHBIX TEXHOMOrMIM 1 obecrneyeHnsi MHOOPMaLMOHHOM
6e3onacHoCcTn».

EEEEE=E
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MuHuCcTepcTBO 060POHHON N A3POKOCMUUYECKOW NPOMDILLIJIEHHOCTU
Pecny6nunkun KasaxcraH

KomuTteTt no nHgpopmaumoHHon 6esonacHoCcTun

r. ActaHa, np. MaHrinik en 8, «[loM MnHUCTepCTB», 1 nogbe3n
Ten.: +7 (7172) 74-99-80, e-mail: kib@mdai.gov.kz

ABTOpbI-COCTaBUTENN:

Abankanukos P.K., Atamkynos b.b.,
lonobypaa A.B., Myctarynos T.C., LLlamepreHos T.T.
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